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Abstract

This paper proposes a game-theoretic model to understand whether and to what extent

leaders will employ Internet surveillance over its citizens. Surveillance is assumed to

be partially observable, unpopular with the electorate but useful in decreasing terror-

ist attacks. The model attempts to characterize the optimal level of surveillance as a

function of the economy, level of terror aggression, and cultural attitudes towards pri-

vacy and security. Contrary to popular belief, leaders perceived to be competent have

an incentive to employ more surveillance. Terror paranoia also does not always result

in higher surveillance. These comparative statics are tested against newly published

data from the Web Index. This model will be the first to systematically investigate

the choice of surveillance policies across political institutions, and contributes to the

burgeoning political economy discourse on Internet surveillance.
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1 Introduction

Edward Snowden’s leak of classified NSA documents revealed to a large extent the invasive-

ness of the NSA in surveilling U.S. citizens. This revelation fuelled an outcry within the

United States, when citizens found out that the NSA was forcing Internet Service Providers

to provide information about its users, infringing upon the right to privacy (Greenwald and

MacAskill 2013). While the secret legislative process that was employed to surveil Americans

sparked uproar about the democratic process, the debate on surveillance was largely centered

on the diminishing sovereign power of the citizens that has been ceded to the authorities

(Cassidy 2013). However, while Big Brother seems more intrusive than ever before, the pub-

lic is still ambivalent about Edward Snowden’s revelations. Some celebrate him as a hero

who gave up his life to fight for privacy, while others believe that this battle for privacy comes

at the expense of increasing their vulnerability to aggressors (Scarborough 2014; Drury 2014).

Are privacy and security two sides of the same coin? Proponents of this trade-

off argue that monitoring the Internet indeed plays an important role in breaking down

belligerent organizations, such as terrorist groups—Osama bin Laden, for example, had to

have his communications delivered manually through flash drives rather than through emails

(Schneier 2011). On the other hand, privacy activists, while cognizant of the possibility of

threats to national security, argue that society incurs a similarly large social cost when em-

powering the government to have the—to borrow a Foucauldian term—“panoptic gaze” into

the lives of the individual. This is because surveillance, even if it is “just metadata”, imposes

a categorical suspicion on everyone plugged into the net, assessing guilt by Google keyword

searches (van Dijck 2014; Webb 2007; Marx 1988).

However, the “right to privacy”, although explicitly expressed in the UDHR and
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the International Covenant on Civil and Political Rights, is barely a commonly agreed upon

principle across nations. While it can be commonly agreed upon that terrorism is costly, in

doing cross-national studies on surveillance it is worth reminding that the rhetoric of privacy

is a concept too narrow, overly grounded on the assumption of human rights (Bennett 2011).

There is also no universally accepted definition of privacy (Viseu et al. 2004); privacy, in

turn, has to be understood in terms of culture, a construction based partly on history, but

for the most part a function of political institutions.

In recognizing the importance of ideological differences, this paper thus proposes

a model that explicitly acknowledges the divergence in cultural attitudes towards internet

surveillance in understanding the extent to which countries surveil its people. Within a

country, the driving forces behind the desire to surveil stems not only from the possible

backlash by citizens but also from a combination of factors such as the level of terror para-

noia, prevalence of terror attacks, and the overall perceived ability of the leader. I posit that

these variables are the key factors in attempting to explain what determines the equilibrium

level of surveillance. I also go further to explore the comparative statics across countries and

determine the conditions under which some governments may choose to increase or decrease

level of surveillance employed. The motivating question is this: what causes the United

States and the United Kingdom, long seen as beacons of democracy, to employ surveillance

levels similar or worse than Venezuela, Malaysia and Kazakhstan (The Web Index 2014)? Is

democratic dragnet surveillance the norm, or are these countries an anomaly? This model

will be, to my knowledge, the first paper to systematically study surveillance policies across

countries, and aims to broaden the discussion on how to influence public decision making on

employing surveillance.

Before assessing the relative merits of widespread Internet surveillance, it is worth-
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while to first explore the concept of surveillance more generally. In their report on the

“Surveillance Society”, David Murakami Wood and colleagues define surveillance as:

“[the] purposeful, routine, systematic and focused attention paid to personal

details, for the sake of control, entitlement, management, influence or protec-

tion.” (Wood et. al 2006)

Bureaucracy in the modern nation-state operates on the logic of efficiency, pro-

ductivity and speed, requiring the rationalization of personal information for systematic and

routine surveillance to mitigate and preempt complications as they arise (Lyon 2004). This

desire for calculability is especially significant in the workplace, such as worker monitoring,

to ensure that the system watches over the worker in order to incentivize greater effort to-

wards production. Surveillance, in this broad sense, is the “monitoring of everyday life”

(Lyon 2001), and is endemic in every modern society—even the logic of democracy, func-

tioning through checks and balances for accountability, is a demonstration of the belief in

surveillance.

While the private practice of surveillance is systemic in economic production, the

public employment of surveillance becomes inherently political as the surveillance mecha-

nism embeds a structure that can be exploited for power and control (Lyon 2004). As a

tool for protection, surveillance allows leaders to seek information to reduce the vulnera-

bility of society towards those making offensive strikes (Haggerty 2006); yet, deciding what

constitutes offensive is a political judgment to be made. The concept of ’terror’ can thus

be expanded to include people whom the government find disruptive to its hold on power.

Internet surveillance, in particular, creates “individua[ted] profiles” that can and are often

used for social sorting to assert control over a particular segment of society (Lyon 2004;

Webster 2014), subject to the political ends in which these techniques of intimidation hope
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to achieve. In the UK, for example, authorities used social-media traffic to pre-emptively

arrest a group of London street-theater artists who turned up for a zombie wedding party, for

fear of its potential to mock the monarchy’s flamboyant expenditures at the Queen’s Jubilee

(Graham 2014; Hoback 2013).

The massive power imbalance from surveillance perhaps suggest why it is often

couched within the language of national security, as this successful “securitization” of surveil-

lance legitimizes, in the eyes of citizens, the ability to employ extraordinary means that would

have otherwise been deemed inappropriate—security implies a crisis and crisis means special

measures (Buzan et al. 2005; Lyon 2004). Once the employment of surveillance techniques

becomes more acceptable within the creative consciousness of the masses, leaders will be

able to assert more control on the population through mass surveillance without a decrease

in its prospects of staying in power.

Surveillance thus provides leverage for the leaders who decide to employ it, and

benefits both democratic and autocratic leaders alike. Despite the rich analytic value of

surveillance, the present literature often addresses surveillance within the broader idea of

censorship, often linking both ideas together and critiquing their employment within the con-

text of structural suppression of civil and political liberties in autocratic countries (Gomez

2004; Ziccardi 2012). However, the growing trend of Internet surveillance without blatant

government censorship in democracies suggests the need for investigating specifically the

decision-making process in deciding whether and how much surveillance should be employed.

Understandably, there are massive methodological constraints in using objective criterion to

measure surveillance since “surveillance is by its very nature, secret” (Hosein and Nyst 2013).

Nevertheless, the impact of surveillance and the leverage it presents warrants an exploration

of its impact independent from its often-referenced twin-brother, government censorship.
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Given the proliferation of digital technologies, monitoring the Internet is increas-

ingly inexpensive and viable as a tool of control. However, this does not mean that it is easy

for a government to employ maximum surveillance. Monitoring the online activities of civil

society incurs political costs due to civil rights provisions that are often enshrined in a na-

tion’s constitution, which is especially enforced in a democratic country (Howard 2010). On

the other hand, in repressive regimes where information is not free, while surveillance feeds

the incumbent with information to assert control over the population, it may become exorbi-

tantly expensive (for both the economy and the bureaucracy) to employ dragnet surveillance.

Excessive surveillance suppresses all outlets of expression and may backfire when they create

inefficiencies that may eat away at the resources of the administration (Egerov et al. 2007;

Lorentzen 2014). Similarly, while high levels of surveillance in an autocratic country weak-

ens an opponent’s ability to coordinate and hence reduces its capacity to rebel, increasing

surveillance deprives challengers of precious coordination goods that may engender further

resentment towards the government, possibly increasing the probability of a rebellion instead

(Bueno de Mesquita and Smith 2010).

The palatability of monitoring online activity of citizens is also tightly linked to

the performance of the economy. While economic growth brings about economic rights that

lead to assurance of civil and political rights generally, the wealthier a country becomes,

the lower its tolerance for risk (Schneier 2012). Citizens from wealthy countries may incur

substantial economic losses from an act of aggression, increasing their averseness towards a

possible attack. However, this paranoia towards hostility that makes anti-aggression policies

more acceptable is balanced by the desire to safeguard the civil rights protections against

excessive government intrusion into public lives, warranting a trade-off that is difficult but

critical in characterizing the optimal level of Internet surveillance.
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2 Literature Review

Consistent with a growing theme in the literature, individual leaders are considered to be

the unit of analysis (Goemans 2000; McGillivray and Smith 2008; Bueno de Mesquita and

Smith 2010). A leader’s primary motivation is to stay in power, and will shape the provision

of public and private goods in ways that best achieve this end.

Common to many models in political science, I contend that policy is made “for

the benefit of those who govern, not those who are governed” (Smith 2008). The choice of

surveillance policies, therefore, while possibly being responsive to the demands of the pop-

ulation, is subject to the leader’s prospects of survival. This mechanism provides a clear

picture to better appreciate seemingly contradictory positions by considering the unique cir-

cumstances and interest groups to which leaders are beholden. This distinction is especially

relevant for the study of Internet surveillance, for if the often-argued stance that surveillance

is essential to national security is true, we should see nations employ dragnet surveillance by

default. However, the large variance in surveillance policies (even if one controls for economic

ability and technology adoption) suggests that surveillance policies are more likely a function

of vested interests (both for the private sector and civil society) within the political spectrum

that advocate certain policies over others, a mechanism that will be further explored in the

model.

Surveillance is often said to be employed in response to terror, but there is scant

academic recognition about a common definition of “terrorists”. An act of terror is largely

understood as an act of violence by a non-state actor to achieve economic or political objec-
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tives, but distinguishing terrorists from protesters (especially violent ones) can be difficult.

Regardless, there is some consensus that terrorists often arise from an oppressed or ‘ag-

grieved’ population. For this paper, I use Ethan Bueno de Mesquita’s definition of terror,

in which “terrorism is neither affiliated nor supported by the government, voters find the

presence of terrorism costly, and that terrorist organizations are clandestine, so that coun-

terterror tactics beyond military conflict are needed to effectively curtail violence” (Bueno

de Mesquita, 2007). Terrorists are thus not defined by national boundaries or by ideologies

that are religious or otherwise. This definition of terrorism thus bears semblance to orga-

nized crime (Bueno de Mesquita 2007), and I posit that the analytic value in this model still

applies in either case.

The current literature on terrorism has recently moved from defensive countert-

error to proactive counterterrorism (Sandler and Siquiera 2006). Considering the strategic

behavior of terrorists, Sandler and Lapan (1988) find that proactive counterterror efforts

can impose negative externalities on neighboring countries as attacks are diverted to these

nearby softer targets. The spillover effect of successful domestic policy on regional geopoli-

tics is a worthy consideration in the global fight against terrorism. However, pursuant to the

working definition of terrorism laid out above, terrorists are not seen as an external group

of militias picking the easiest targets to maximize political aims; rather, the probability of a

terror attack varies with local circumstances (such as level of surveillance) and I hence only

consider the domestic determinants of terror in the model.

In discussing the tools to combat terror, tactics are differentiated between those

that are publicly observable and those that hidden from the public eye. This distinction

is important, because when the tactic is publicly observable, it has a direct impact on the

ability of a leader to signal his ability in combating terror. However, publicly observable acts
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of counterterror are also chiefly responsible for the aforementioned externality of proactive

counterterror—if country A installs metal detectors at airports and country B does not, as-

suming there are same returns in both countries from plane bombing, a terror organization

prefers to attack country B instead. But more importantly, publicly observable counterterror

policies become less effective as the number of potential terrorist tactics increases, because

terrorists can think of ways to avoid being caught while still achieving their political aims

(Enders, Sandler and Cauley 1990; Enders and Sandler 2002; Bueno de Mesquita 2007). For

instance, in the United States in the 1970s, installing metal detectors in airports decreased

the number of hijackings but increased other forms of terrorism. (Enders and Sandler 1993).

Considering the effectiveness of Internet surveillance towards terror prevention, it

can thus be argued that surveillance is intentionally kept as a covert operation to struc-

turally undermine terror groups. Furthermore, in liberal democracies, there is an additional

incentive to leave surveillance out of the public eye because the right to privacy is often

enshrined in their national constitutions. In the United States, for example, the fourth

amendment protects “the right of the people to be secure in their persons, houses, papers,

and effects, against unreasonable searches and seizures”(U.S. Const. amend. IV). Thus,

the model considers the level of surveillance first as a choice variable by the government

unknown to the public, but as surveillance becomes more pervasive, the increase in number

of personnel working for the surveillance agency (be it the CIA or as an administrator in the

secret courts) increases the probability of the true level of surveillance being known. The

desire to surveil to combat terrorism (in the most benign of intentions) is contrasted with

the political costs of people observing that their privacy is being infringed, yielding a unique

equilibrium across countries based on the unique circumstances faced by their leaders (level

of plurality, level of terror attacks, performance of the economy, etc.).
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One reason that the current literature on surveillance is lacking is due to the way

surveillance has been closely associated with censorship—and indeed the two are often men-

tioned in the same breath—allowing itself to be found predominantly in the literature on

autocratic countries (Howard 2010). However, with Edward Snowden’s revelation of the

5-eyes network that primarily composed of democracies, the exclusive association between

surveillance and autocracies should be revisited.

An important distinction between surveillance and censorship is that surveillance

does not necessarily impose economic costs (apart from budgetary costs) on the aggrieved

population. Although censorship in China can prevent citizens from being economically pro-

ductive, state surveillance in the United States does not exclude people from participating

in the market. While surveillance can be seen as depriving a population from a coordination

goods (Bueno de Mesquita and Downs 2006), unlike other public coordination goods such

as roads and physical infrastructure, it does not exhibit the characteristics of decreasing

people’s ability to productively deploy their labor. In assessing the effects of surveillance on

citizen ability to organize in mass political movements, the insights of coordination good will

be used (Smith, 2008), but with the caveat that increasing surveillance does not necessarily

increase the level of economic deprivation charged against the incumbent, though it may still

fuel the ideological disagreements that increase citizen willingness to rebel.

3 The Model

3.1 Model for Democrats

There are two players: the government (G) and the representative citizen (Z). There is a

commonly observed exogenous threat by terrorist groups, θ ∈ [0, 1].
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The government chooses a level of homogeneous surveillance of the Internet, s ∈

[0, 1]. Since surveillance is a preemptive activity that aims to detect aggression before they

mature into attacks, surveillance is conducted in secrecy to avoid political accountability.

This avoidance of political accountability results in the level of s being not fully observed

by the citizen. Conceivably, this secrecy also grants the government discretion over how

much surveillance to employ and the political purposes to which they serve; but too much

surveillance risks the probability of the true level of s being revealed to the citizens. There-

fore, the probability that s is revealed is a function of s (for simplicity, I assume that

Pr(s revealed) = s). Let σ ∈ {0, 1} be a dummy variable that represents whether the

citzens observes tne level of surveliance. If σ = 1, s is revealed, whereas if σ = 0, the citizens

do not observe s, and assume that s = 0. While some citizens may always suspect there

is some level of surveillance employed even when s = 0 , state-sanctioned internet surveil-

lance is largely seen as antithetical to democratic ideals–there is thus an incentive for the

government to signal that s = 0 when s is not observed, and the general expectation of the

population is that s should tend towards 0, making this assumption a reasonable one.

Terrorism occurrence is a binary variable; T = 1 denotes a successful terrorist

attack and T = 0 means no terrorist attack. In practice, this can be determined by the

deviation from the 5-year mean terror occurrence, in which T = 1 signals an above average

terror activity for the year. The action of the government in choosing s affects the probability

of a successful terrorist attack, given by the function τ(s, θ) ≡ Pr(T = 1). This probabil-

ity increases in θ (as aggression towards the country increases) but decreases in s, and is

convex in both s and θ (i.e. there are increasing marginal probabilities to terrorism in both

θ and s:
∂2τ

∂θ2
> 0 and

∂2τ

∂s2
> 0). The independence between s and θ is captured by

∂2τ

∂s∂θ
= 0.

Surveillance helps in busting criminal and belligerent organizations, hence the re-
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turns to initial employment of surveillance is positive, lims→0
∂τ

∂s
≥ 0. However, the marginal

returns to surveillance on terror is negative,
∂2τ

∂s2
< 0.

The returns surveillance by decreasing terror is counter-weighed by domestic con-

cerns over civil liberty infringement. Citizens are concerned about public overreach into pri-

vate lives,
∂c(s)

∂s
> 0, and experience increasing negative marginal returns from surveillance,

∂2c(s)

∂s2
> 0. As such, as the government approaches maximum surveillance, the domestic

cost for such a policy approaches infinity, lims→1 c(s) =∞. On the corollary, while citizens

are irksome towards surveillance, the history of the internet over the last twenty-five years

has increasingly legitimized the idea that some surveillance is necessary (Goldsmith and Wu,

2008). This makes citizens acceptable to low level of surveillance, lims→0 c(s) = 0. These

democratic cost functions guarantees an interior solution that provides the unique sub-game

perfect Nash equilibrium under the conditions listed in proposition 1.

In addition, since privacy and paranoia towards terror attack is understood and

valued differently in different countries and across different circumstances (Lyon, 2004; Zureik

et al. 2010), parameters of salience are added to the different variables of citizen utility.

Specifically, δT represents the sensitivity of the citizens towards terror, whereas δs represents

the the importance they place on privacy. It would be simplistic, however, to assume that

citizens decide on their preference for government solely based on terror and surveillance

concerns alone–even if they do, there is little evidence that surveillance actually makes

us safer from terror (Gilliom and Monahan, 2005). For this reason, the model considers

a random variable M, which is the revealed competence of the government based on its

performance on non-surveillance policies. All other issues in the country are thus endogenized

on M. For simplicity, this is assumed to be primarily driven by the government’s economic
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policies. In summary, the citizens utility is:

Uz = M − δTT − δsσc(s)

There is a challenger to the incumbent, and the ability of the challenger is a random

variable, distributed with function F. The density function of F is smooth and continuous,

and is globally concave. While the relationships drawn in the model are satisfied across

different functions, whenever specific illustration is required, I show in the appendix how

the functions behave under the parametric examples I have chosen for the domestic cost

function, c(s), and terror probability, τ . I also assume that F is an exponential function, in

which f is the density function of F.

Since citizens do not know the true level of surveillance and leaders are unable

to accurately predict a terror attack, s and τ are observed probabilistically. The expected

probability of survival of a leader takes into full account the different scenarios that may play

out in his term. For example, within the same year, the government’s surveillance activities

may be exposed (σ = 1) and a terror attack occur (T = 1). In this case, while the leader

reaps returns from his other policies, M, he faces a domestic cost of δTT from failing to

prevent an attack, and a cost of δsc(s) for infringing upon citizen’s privacy. The probability

of this outcome occurring is s.τ . Similarly, when σ = 1 and T = 0 the leader will receive a

payoff of F (M − δsc(s)) with probability s(1− τ), in which . A leader will want to maximize

his expected probability of survival, and will thus maximize his expected payoff through this
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matrix of possible outcomes:

Pr(Survival), P = sτ.F (M − δTT − δsc(s)) corresponsing to σ = 1, T = 1

+ (1− s)τ.F (M − δtT ) corresponsing to σ = 0, T = 1

+ s(1− τ).F (M − δsc(s)) corresponsing to σ = 1, T = 0

+ (1− s)(1− τ).F (M) corresponsing to σ = 0, T = 0

With a retrospective voter, the government maximizes its personal welfare by

maximizing its probability of reelection.The first order condition to the welfare-maximizing

equation is given by:

Y =
∂P

∂s
= (τ ′(s− 1) + τ)

M∫
M−δTT

f(z)dz − (sτ ′ + τ)

M−δsc(s)∫
M−δTT−δsc(s)

f(z)dz −
M∫

M−δsc(s)

f(z)dz

+ sτ(δsc
′(s)) [f(M − δsc(s))− f(M − δTT − δsc(s)]− sδsc′(s)f(M − δsc(s)) = 0

For technical convenience to obtain a unique solution, I place some restrictions on the first

order condition, assuming that F is a concave function and making two. In addition, I also

make the following assumptions to bound the functions to achieve concavity for P:

1)sτ ′′ + 2τ ′ > 0

2)0 < sτ ′ + τ < 1

For simplicity, τ ′′ is assumed to be a constant. As s increases, sτ ′′ increases but 2τ ′, which

is always negative, decreases. This implies that the equilibrium level of surveillance tends to

be above zero since there are gains to exploited, mathematically expressing the disincentive

to employ zero surveillance. As I show in the appendix, under the exponential function, the

assumptions are satisfied for all values of s.

Proposition 1: There is a unique pure-strategy Nash equilibrium level of surveillance, s∗
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If F is concave, and the abovementioned assumptions are satisfied, there is suf-

ficient evidence that the probability of reelection, P, is concave (see appendix for proof),

yielding an interior solution across all values of s and providing unique pure-strategy Nash

equilibrium.

Since the game has a unique pure-strategy Nash equilibrium, I can perform com-

parative static analyses to understand the factors that affect s∗ in equilibrium. Specifically,

I will show how government competence and salience towards surveillance or terrorism affect

the government’s best response in deciding the level of surveillance to employ.

Proposition 2: When ∂Y
∂M

> 0, a competent leader has an incentive to increase the level of

surveillance.

Since there is a unique Nash equilibrium outcome, s∗, the implicit function theorem

can be applied to s∗ with respect to M (see appendix for proof). The implicit function states

that ds∗

dM
= −

∂Y
∂M
∂Y
∂s

. Since P is strictly concave, ∂Y
∂s
< 0. Therefore, the sign of ds∗

dM
is equal to

the sign of ∂Y
∂M

.When ∂Y
∂M

> 0, an increase in competence leads to an increase in equilibrium

surveillance. This is satisfied when:

(τ ′(s− 1) + τ)[f(M)− f(M − δTT )] (sτ ′ + τ) [f(M − δss)− f(M − δTT − δsc(s))]

+ sδsc
′(s)f ′(M − δsc(s)) >− sτδssc′(s)[f ′(M − δsc(s)− f ′(M − δTT − δsc(s)]

+ [f(M)− f(M − δsc(s)]

To better observe the exact behavior of the proposition, I plotted the equilibrium

s∗ against values of M. The inequality is satisfied most of the time both when F is a Cu-

mulative Distribution Function or when it is an exponential function. While s∗ may not

be strictly increasing in other parametric specifications, under the equations that fit the
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assumptions of the model, ∂Y
∂M

> 0.

It is often assumed that a more competent leader requires less tools that curtail

civil liberties in fighting terrorism. However, contrary to this belief, the model suggests that

the opposite is true, that a more competent leader is instead more likely to employ a higher

level of surveillance. The effect of an actualized attack on decreasing the probability of re-

election is higher than the effect of signaling leader competence through protecting privacy;

the competent leader has too much to lose from a terrorist attack, and hence benefits from a

high level of surveillance. Additionally, in contrast to the idea that the perception of leader

competence from surveillance policies is orthogonal to the ability to manage other national

policies, the evidence is of the logic that high approval ratings in other sectors (M is high)

will not be adversely affected by covert surveillance policies (which will only be observed

probabilistically). Therefore, as M increases, the leader has the incentive to fall back onto

the ’national security’ rhetoric to justify higher surveillance, taking precautionary measures

to terror at the expense of civil liberties.

Nevertheless, when M is below a certain threshold or is decreasing at a pace that

causes the incumbent to lose popularity quickly, he can engage in a resurrection gamble. In

this case, with mounting competition and rapidly declining odds of staying in power, the

leader will be willing to take a gamble to decrease surveillance and hope that no terror attack

occurs in order to increase the chances of survival.

In a simplistic but nevertheless illustrative example, Edward Snowden’s revelations

of surveillance in the US and the UK in 2013 were met with different responses from their

leaders. This can be attributed to the fact that the US has a long-standing battle with

privacy or that the Guardian (the paper that ran the revelations) is located in the UK.
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Nevertheless, the context in which the revelations occurred is also important—in July 2013,

President Obama was facing one of the lowest job approval ratings in his term, while Prime

Minister Cameron has been making gains in approval ratings and is 10 points ahead of

his closest competitor (Gallup 2015; Eaton 2013). This model suggests that the perceived

competence of the leader (in which approval ratings is plausibly a reliable indicator) can

explain the different reactions between these countries: President Obama ordered to scale

back surveillance while Prime Minister Cameron fell back on ’national security’ threats to

bolster surveillance capabilities (The White House 2014; BBC 2014).

Proposition 3: When citizens become increasingly concerned about terror attacks, s∗

increases if and only if

τ ′[(s− 1)f(M − δTT )− sf(M − δTT − δsc(s)]

>− τ [f(M − δTT ) + (sδsc
′(s)− 1)f(M − δTT − δsc(s)]

The left-hand side of the expression is strictly positive, while the right-hand side

of the expression can be positive or negative, depending on the value of c′(s). Therefore, to

maximize chances to political survival, the level of surveillance employed will be increased if

the marginal increase in terror prevention, τ ′, outweighs the combined effect of probability of

terror attack, τ , and expected marginal cost for infringing privacy, c′(s). This is juxtaposed

with the effect that as δT increases, the relative value of δs decreases as well. To better

illustrate this effect, if the current level of surveillance is very low, the marginal return from

preventing terror with increased surveillance is very high, lims→0 τ
′ =∞. When s is low, on

the right-hand side,lims→0 τ = 1 but lims→0c
′(s) = 0, making the right-hand side a positive

number smaller than 1. Therefore, when s is low, as δT increases, the equilibrium level of

surveillance, s∗, increases. On the other extreme, if level of surveillance is already high,

the marginal returns on preventing terror from increasing surveillance is low, lims→1 τ
′ = 0.
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On the right-hand side, while lims→1τ = 0, the domestic cost from surveillance increases

exponentially, lims→1c
′(s) =∞, showing an incentive to increase surveillance at high levels

of surveillance as well.

However, there is a tendency to mistake this optimization result as a general

statement that an increase in citizen paranoia towards terrorism necessitates an increase in

the level of surveillance. The decision to increase s∗ crucially depends on the relative effect

of τ ′, τ and c′(s). In a stylized example, we can see that the inequality above is satisfied

most of the time, but the marginal change in utility to the leader by increasing surveillance

is decreasing. The empirical section of the paper will hope to add further evidence of the

relationship between terror concern and equilibrium surveillance, s∗.
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Figure 1: Surveillance increasing at a decreasing rate with δT

Proposition 4: As the salience towards privacy invasion, δs, increases, the optimal level

of surveillance for the government strictly decreases.
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∂Y

∂δs
=(sτ ′ + τ) [f(M − δsc(s))− f(M − δTT − δsc(s))]− f(M − δsc(s)

+ sτ [f(M − δsc(s)− f(M − δTT − δsc(s)] + sδsc
′(s)f ′(M − δsc(s))

− sf(M − δsc(s))− sτδsc′(s) [f ′(M − δsc(s))− f ′(M − δTT − δsc(s)] < 0

When people are concerned about privacy (independent of whether s is known), it

is strictly in the government’s interest to reduce the value of s. However, it is often difficult

to properly signal δs to the leaders as the domain of internet surveillance is still an under-

explored field, especially when there is a lack of clarity towards what privacy on the internet

might mean–in some statutes, the act of using the internet is by default a surrender of all

claims to privacy. With the pervasiveness of the internet and social media, such laws may be

increasingly archaic as opting out of Facebook becomes all the more unrealistic. However, in

the event that such statues have not been replaced with clearer definitions of privacy, users

have to navigate the world of codes to signal the value they assign to privacy. Yet, despite

such passions, few know how to encrypt their web browsing and use secured networks for all

transactions done on cyberspace. This logistical obstacle may instead signal to the leaders

a value much lower than the actual salience towards Internet privacy.

3.2 Model for Autocrats

Unlike democrats who can be replaced with barely any costs through an election, auto-

crats are able to impose a cost to removing it from power. Assuming that leaders want to

hold on to power for as long as possible, the Selectorate Theory (Bueno de Mesquita et al.

2003) predicts that the autocrat can use discretionary spending to buy off cronies, reward-

ing them with private goods and in the process give them the incentive to weaken opposing

factions to continue extracting rents. An election in an autocratic country (as in the case of

19



an electoral autocracy or ’illiberal democracy’) is thus less of a threat to the leader’s position.

Autocrats, therefore, are less concerned about the utility of citizens towards itself

compared to the challenger, and pay attention to their popularity inasmuch as it nullifies

the threat of a revolt, which is the most credible way of removing them from power. In

the autocrat game, surveillance, s, determines the level of coordination allowed to potential

revolutionaries. Increasing s decreases the ability of potential to coordinate when govern-

ments can arrest potential political opponents through the conversations they have online.

However, the probability of securing one’s hold on power with respect to surveillance is not

strictly increasing in s. Employing a high s makes it harder for revolutionaries to coordinate

and decreases probability a successful revolt, but increases the level of grief towards the

government as well, leading to non-monotonicity in the probability of political survival with

respect to s (Bueno de Mesquita and Smith, 2010).

In battling against a potential revolt, let ρ = probability of successful revolt. ρ is

a function of s, and ρ′ < 0. For simplicity, it is assumed that there is only one challenger.

V represents the utility of citizens towards challenger, whereas U represents the utility of

citizens towards the incumbent. The cost to revolt is represented by k, a constant.

Revolt does not happen when: ρV + (1− ρ)U − k ≤ U

V ≤ k

ρ
+ U

The leader survives when V ≤ k
ρ

+U , and survives with probability (1−ρ) when V > k
ρ

+U .
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Therefore:

Pr(Survival), P = F

(
k

ρ
+ U(τ, s)

)
+ (1− ρ)

[
1− F

(
k

ρ
+ U(τ, s)

)]
= 1− ρ+ ρ.F

(
k

ρ
+ U(τ, s)

)

To maximize his chances of survival:

Max
s

P (s) = Max
s

τ=1,s=1∑
τ=0,s=0

1− ρ+ ρ.F

(
k

ρ
+ U(τ, s)

)

= Max
s

τ=1,s=1∑
τ=0,s=0

ρ′(F (U)− 1) + ρf

(
k

ρ
+ U(τ, s)

)[
−k
ρ2
ρ′ + U ′(τ, s)

]

Proposition 5: Given the same set of country-specific parameters δT ,δs, M and θ, in

expectation of s and τ being probabilistically revealed, the autocratic leader is always better

off employing a level of surveillance higher than that of his democratic counterpart.

In the democratic model, suppose that we were currently at s∗ (based on individual

country characteristics), F ′(U) = ∂P (Survival|Democrat)
∂s

= 0. However, for an autocrat, since

ρ′(F (U)− 1) > 0 and ρf
(
k
ρ

+ U(τ, s)
) [
−k
ρ2
ρ′
]
> 0 , ∂P (Survival|Autocrat)

∂s
|s∗ > 0. This suggests

that given the same country specific traits, in optimizing his chances of survival, the autocrat

is always better off employing a higher surveillance than a democrat. Off the equilibrium

path, the chances of survival for an autocrat may not always be increasing in s, but there is

sufficient evidence to show that the optimal surveillance level s∗ will always be higher in an

autocratic country relative to that of a democracy.
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4 Hypotheses and Empirical Tests

Many empirical predictions can be made from the theory presented above. The insights

drawn from comparative statics across political institutions can, to the extent where data is

available, be tested to determine its empirical validity. In particular, the competing effects

of surveillance in preventing terror and violating civil rights can be tested to seek empirical

validity for the model. The following hypotheses implied by the theory will be tested:

H1: For a democrat, as salience towards terror increases, surveillance tends to increase.

H2: For a democrat, when the economy is poor, surveillance tends to decrease.

H3: For a democrat, as salience towards privacy increases, surveillance decreases.

H4: An autocrat is always better off, in equilibrium, by employing a higher level of surveil-

lance than a democrat.

4.1 Data

Since surveillance is “by its nature, secret,” retrieving credible data is always problematic.

Thankfully, in its annual publication of the Web Index, there exists a credible and compre-

hensive data by the World Wide Web Foundation to seek empirical validity of the model

presented.

The World Wide Web Foundation, founded by Internet founder Sir Tim Berners-

Lee, publishes an annual Web Index. Beginning in 2013, the Web Index measures the

“economic, social and political benefit that countries gain from the Web” (The Web Index

2014), which the organization believes is highly correlated with inequality in the 21st cen-

tury. Unique to this data set is the intentional decision to separate between surveillance and

censorship. Furthermore, although there are only two years of available data, the 2013 data
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set was released when Edward Snowden’s revelations had just begun to reverberate around

the world, and some effects of whistle blowing on privacy regulations can be seen in the 2014

data set.

The data used primarily for this project is raw data from the question “To what

extent are there laws and regulations in your country that provide both substantive and

procedural safeguards to protect the privacy of electronic communications?” (The Web In-

dex 2014). While this is at best an approximation of the true level of surveillance, it is one

of the most systematically compiled data sets publicly available, scrutinizing the legal (and

clandestine) tools available to governments to surveil its people. The team also went beyond

notating the presence of laws and assessed how well they were being enforced or ignored. For

the purposes of having a continual analysis of the values, I standardized the web index scores

for each year, providing me with 160 observations (80 countries x 2 years) for the empirical

analysis. As per the index, a higher value translates to a higher respect for privacy (or less

surveillance).

The short time span for which data is available warrants caution about its credi-

bility. Nevertheless, a primary survey of the data shows an intuitive match with reality. The

highest scoring countries on the 2014 index were Finland and Austria, with a score of 9; the

lowest scoring countries were Ethiopia, Egypt, and China, with a score of 0. In addition,

recent developments in Hungary suggests its rapid decrease in accountability; although this

has not been shown in the polity data), this is surfaced in the Web Index. Between 2013

and 2014, Hungary’s level of surveillance decreased by more than one standard deviation,

from 0.372 in 2013 to -0.991 in 2014.

The credibility of a data set also depends on its comprehensiveness to guard against
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Low-Income Medium-Income High-Income
N=9 N=41 N=58

Democratic Mean=-0.028 Mean=0.166 Mean=0.247.
s.d=0.409 s.d=0.745 s.d=1.1027
N=12 N=23 N=13

Autocratic Mean=-0.036 Mean=-0.568 Mean=-0.581.
s.d=0.860 s.d=0.905 s.d=1.177

Table 1: Summary of Web Index Data

a selection bias. As Table 1 shows, while there may be a slightly disproportional representa-

tion of rich democratic countries (I will define the ’Democratic’ and ’Autocratic’ measures

later in the paper), there are substantial findings across the spectrum of low- to high-income

countries (as defined by the World Bank). Furthermore, since most of the hypotheses are

based on democratic countries, this slight bias might indeed also be a strength on which to

perform analysis for this model.

Table 1 also shows an interesting trend, that as democratic countries get richer,

their mean level of safeguarding privacy strictly increases; for autocratic countries, how-

ever, surveillance becomes more prevalent with increases in income. This suggests the need

to control for income in empirical analyses, something that is not captured in the game-

theoretic model that will be given due attention here. Furthermore, for both autocratic and

democratic countries alike, an increase in wealth also increases the standard deviation in

privacy safeguards, indicating the trade-offs between capacity (wealth making it easier for

government to surveil) and institutional safeguards in determining equilibrium surveillance.

The data from the Web Index will be tested against other country-specific indi-

cators retrieved from the World Bank, Global Terrorism Database (by the University of

Maryland), Polity Project, and the World Values Survey.
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Indicators directly retrieved from the World Bank include Inflation, Unemploy-

ment, GDP Growth, Population Size and GNI per capita (controlled for purchasing power

parity using the Atlas method). I construct a Misery Index by adding together the inflation

and unemployment percentages, and also construct another index called ”Misery Index Sub-

tract Economic Growth” where annual growth rates are subtracted from the Misery Index.

Due to the large variation in Population Size and GNI, I mostly use the logarithmic values

of these indicators to make my data comparable and to observe the percentage change of

these indicators on the dependent variable. Due to both practical (lack of world bank data

for 2014) and theoretical considerations, the economic variables are lagged by a year (i.e.

economic data from 2012 will be matched with data from Web Index 2013).

The Global Terrorism Database is used to calculate the total number of kills in

a country per year, and will be an important proxy for citizen concerns for terror (to be

elaborated in detail later). While the interaction between number of people killed, number

of people wounded, and number of terrorist events may call for an interesting empirical ques-

tion on the marginal effect of a terror attack on policy outcomes, in order to stay focused

on testing the theoretical model, I will only be using the total number of kills per year as a

measure of terror activity. Whenever a terror attack is reported but the coded number of

kills for that event is missing, I assume that no one was killed in that event.

Data from the polity project will be used to measure the degree of democracy

of a country. Since the polity data is a highly clustered data set between -10 and 10, a

standardized scale may not be the most reliable. Instead, I add 10 to every value and divide

the result by 20, building a scale of polity from 0 to 1. This allows me better observe the

predicted values when a country moves from one side of the spectrum (i.e. -10) to the other

(i.e. 10). In accordance with convention, I choose to label countries below 0.7 as autocratic,
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while countries equal or more than 0.7 as democratic. Arguably, this differentiation can be

arbitrary given the continuous nature of the data set, but I argue that this distinction might

still be of importance to distinguish between the institutional incentives faced by leaders in

each country (as per proposition 5). While coding the data, I have replaced missing polity

scores (listed to be countries ’in transition’ (Marshall et al. 2013)) with a score of 0 (on the

original -10 to 10 scale).

Finally, I use data from the World Values Survey to measure cultural parame-

ters of salience towards privacy and terror. Specifically, I look at question 184 which asks

participants how much they worry about “a terrorist attack”, and question 186, about ”Gov-

ernment wire-tapping or reading my mail or email.” The responses range from 1 (Very much)

to 4(Not at all); I subtract these responses from 4, and divide them by 4, giving me a mean

value between 0 and 1, in which a higher value indicates a higher salience towards terrorism

or surveillance. However, there are a few reasons why the World Values Survey will be used

sparingly. Firstly, the two questions on terrorism and privacy are only asked in the latest

wave (2010-2014), precluding the ability to run credible longitudinal analyses. Furthermore,

the survey only covers 40 countries, making it prone to selection effects. Finally, for the two

years I am investigating (2013 & 2014),there is no variance between the values on the survey,

making it at best a control variable due to the lack of variance.

To get around the problem of World Values Survey, I have decided to use the

average kills by terror activities as a measure for terror concern. Intuitively, the more lives

lost through terror, the higher the salience towards a terror attack. This relationship is

empirically robust, as seen from Table 2 below when the higher number of kills, clustered by

country, is statistically significant at 5% and 1% for the average kills in the last five and eight

years respectively. Using the average terror kills does not fully capture societal sentiments
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toward terror attacks, but arguably has the advantage of allowing variance between years

and also allowing analyses to be run on a larger sample of countries.

Terror Concern Terror Concern

(log) Average 5-year Terror Kills 0.14∗∗

(0.05)

(log) Average 8-year Terror Kills 0.15∗∗∗

(0.05)

N 80 80

Standard errors in parentheses

∗ p < 0.10, ∗∗ p < 0.05, ∗∗∗ p < 0.01

Table 2: Average Terror Kills as a proxy for terror concern

While trying to distinguish the relative effects of privacy and terror concerns in

determining the equilibrium level of surveillance, it is prudent to note problems of correla-

tion between the two measures. It is unlikely that privacy and terror are independent of

each other, but rather that the higher level of terror allows the government to restrict civil

liberties with lesser political costs, triggering concerns for privacy. Indeed, both measures

are interdependent. A simple regression between the two tells us that both measures are

positively correlated, significant at 0.1% level. This collinearity will be accounted for in

later regressions. Figure 2 illustrates the relationship between terror concern, value based

on privacy, and average terror occurrence within a country.

Similarly, as a measure of capacity, the number of internet users per unit of popu-

lation is strongly correlated with valuing privacy. Correlated at 0.2% significance level, one

standard deviation increase in number of internet users decreases the value to privacy by 0.4
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Figure 2: Relationship between value to privacy and concern for terror weighted by average
five-year log terror incidence

standard deviations. This is counter-intuitive, because one might think a savvy internet user

would be more sensitive to technological possibilities of the net. This lends credence to the

view that the convenience of the internet can desensitize people towards privacy concerns.

As illustrated in Figure 3, despite the strong relationship between density of internet users

and value of privacy, there is no significant relationship between valuing privacy and level

of polity. This is a counter-intuitive result, which can be partially explained by the unfor-

tunately small sample size or show empirical evidence against the preconceived notions of

democratic citizens being more sensitive to privacy violations.

4.2 Surveillance and Terror Concern

Given the limited number of observations from the Web Index, control variables were se-

lected carefully and used sparingly. Already establishing that the number of casualties from

terror attacks is a good proxy for how worried people are towards terror, Table 3 and Ta-
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Figure 3: Relationship between value to privacy and density of internet users weighted by
polity score

ble 4 seek to find a relationship between privacy (a higher score on the Web Index) and

terror incidence. Using the average kills in the last five years (in Table 3) and last eight

years (in Table 4), the tests show a significant relationship between people’s concern towards

terror and the subsequent lack of privacy. Even when the data is censored to only include

democratic countries (Model 3), terror is still a significant factor (at 1% level) in increasing

surveillance. Since ”Average 5-year Terror Kills” is a log measure, a 10% increase in terror

concern leads a country increase surveillance by 0.0014 standard deviations.

This relationship shows that the equilibrium level of surveillance to maximize gov-

ernment survival is to increase privacy invasion when terror paranoia is high. This does

not necessitate that surveillance is employed in order to deal with terrorism more than it

suggests that terror paranoia makes it easier for politicians to market (incur less political

cost) surveillance tools as an essential component to national security. The result provokes

additional questions, as one is compelled to consider whether the government thus has an

incentive to inflate the extent of terror threat—hitherto assumed to be common knowledge
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Table 3: Surveillance and 5-Year Terror: Web Index

Model 1 Model 2 Model 3 Model 4

Polity 0.95∗∗∗ 0.93∗∗∗ 0.98∗∗∗

(0.27) (0.30) (0.27)
Average 5-year Terror Kills -0.14∗∗∗ -0.15∗∗∗ -0.14∗∗∗ -0.08

(0.04) (0.04) (0.05) (0.05)
(log) GNIppp -0.03 0.01 -0.04

(0.06) (0.06) (0.05)
(log) Population Size -0.17∗∗∗

(0.06)
Democracies Only No No Yes No
N 156 153 107 153

Standard errors in parentheses
∗ p < 0.10, ∗∗ p < 0.05, ∗∗∗ p < 0.01

Table 4: Surveillance and 8-Year Terror: Web Index

Model 1 Model 2 Model 3 Model 4

Polity 0.94∗∗∗ 0.93∗∗∗ 0.98∗∗∗

(0.26) (0.29) (0.27)
Average 8-year Terror Kills -0.15∗∗∗ -0.17∗∗∗ -0.15∗∗∗ -0.10∗∗

(0.04) (0.04) (0.05) (0.05)
(log) GNIppp -0.04 0.00 -0.05

(0.06) (0.06) (0.05)
(log) Population Size -0.16∗∗∗

(0.06)
Democracies Only No No Yes No
N 156 153 107 153

Standard errors in parentheses
∗ p < 0.10, ∗∗ p < 0.05, ∗∗∗ p < 0.01
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due to freedom of press—to justify its surveillance policies. Regardless, this result provides

sufficient evidence that the inequality in Proposition 2 is satisfied most of the time, and pro-

vide support for H1 that higher surveillance is an optimal outcome for the democrat when

paranoia towards terror is high.

4.3 Surveillance and Economic Performance

According to Proposition 3, the higher the perceived capability of the leader, the higher

the likelihood privacy will be violated. The political cost from a terror attack will outweigh

the political leverage from being seen as a defender of civil rights. If a leader gets very un-

popular, there is an incentive to wager a resurrection gamble, in which the leader decreases

surveillance and hopes no terror attacks occur in the same year. In testing this result, I use

the Misery Index as a measurement of the leader’s ability in managing the economy. This is

by no means a complete measure of popularity, but given the limited dataset, it is arguably

the most appropriate.

A leader is assumed to be capable when the Misery Index is low (i.e. the sum of

inflation and unemployment is low). I add a variant of Barro’s original model, subtracting

economic growth from the Misery Index and test this index on data from the Web Index. The

model predicts that the higher the perceived competence of leader (M is high), the higher the

level of surveillance. In this regression, I choose to restrict the analysis to democracies only

because democracies are more responsive to the economic conditions of their constituents,

making the analysis more credible.

In Table 5, all models are run on the censored sample of democratic countries,

and no significant relationship is found between economic misery and surveillance policies.
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Table 5: Surveillance and Prosperity: Web Index

Model 1 Model 2 Model 3 Model 4

(Standardized) Misery Index -0.06 0.01
(0.10) (0.07)

(Standardized) Misery Index 0.06 0.01
subtract Economic Growth (0.06) (0.06)

(log) GNIppp -0.14∗∗ 0.08 -0.12∗∗ 0.08
(0.05) (0.06) (0.05) (0.07)

(log) Population Size -0.30∗∗∗ -0.30∗∗∗

(0.08) (0.09)
Democracies Only Yes Yes Yes Yes
N 107 107 107 107

Standard errors in parentheses
∗ p < 0.10, ∗∗ p < 0.05, ∗∗∗ p < 0.01

This may be linked to the way the data is collected, as the data set may be biased by

the rich democracies that have much lower scores on the misery index. Nevertheless, it

is worth noting that for most of the models run in Table 5, a higher misery brings about

an increase in privacy protection; specifically, a one percentage point increase in inflation

and unemployment or decrease in economic growth increases surveillance by 0.06 standard

deviations. The directional prediction of the data is congruent with the model, but the

lack of significance and small number of observations cautions against a confirmation of the

result. More research is required in this area to discern the relationship between surveillance

policies and economic achievement.

4.4 Surveillance and Privacy Salience

The model predicts that as citizens are more concerned about privacy, it is always in the

leader’s interest to lower the level of surveillance. Privacy concerns are measured by the

World Values Survey, which restricts the sample size by half (from 160 to 78 observations),
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bringing much ’noise’ and sample biases into the data. To correct for the biases and collinear-

ity, an interaction effect between concerns for privacy and the number of internet users is

added (as discussed in depth before). Using the World Values survey to measure privacy

concerns also allows me to use its data on terror concerns without decreasing the number of

observations, which in combination can allow a clearer picture between concerns for privacy

and surveillance.

Table 6: Surveillance and Privacy: Web Index

Model 1 Model 2 Model 3 Model 4 Model 5 Model 6

Polity 1.02∗∗ 1.13∗∗∗ 1.07∗∗∗ 1.35∗∗∗ 0.799 1.30∗∗∗

(0.44) (0.36) (0.38) (0.35) (2.72) (0.35)
Privacy Concerns 0.17 0.21 0.25∗ 0.23∗ 0.134 0.29

(0.12) (0.14) (0.13) (0.13) (0.22) (0.21)
(log) GNIppp 0.05 -0.48∗ -0.48∗ -0.46∗ -0.24 -0.46∗

(0.11) (0.26) (0.27)∗∗ (0.27) (0.09) (0.27)
Internet Users 0.90∗∗ 0.90∗∗ 0.78∗ 0.243 0.75∗

(0.40) (0.41) (0.41) (0.19) (0.41)
(log)Population -0.16∗∗ -0.16∗∗

(0.07) (0.07)
Terror Concern -0.09

(0.21)
Interaction Effect -0.11 0.11

(0.13) (0.17)
Democracies Only No No No No Yes No
N 78 78 78 78 51 78

Standard errors in parentheses
∗ p < 0.10, ∗∗ p < 0.05, ∗∗∗ p < 0.01

As seen from Table 6, the most significant relationship between privacy concern and

surveillance is at the 10% level, in which a one standard deviation increase in privacy concerns

brings about a 0.23 standard deviation increase in privacy. However, when restricting the

sample to democratic countries, the significance goes away. Bearing in mind the small

data set and sample biases of the survey, the significance (or lack thereof) should not be
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overstated. Nevertheless, throughout all 6 models, the coefficient of privacy concerns is

constantly positive, suggesting that increased concerns for privacy does indeed bring down

the level of surveillance, as predicted by the model.

4.5 Surveillance and Democracy

Despite democratic countries like the United States and Australia scoring worse than au-

tocratic countries such as Vietnam, Venezuela, and Kazakhstan, there is still overwhelming

evidence that a democratic, accountable system is the largest predictor of privacy protec-

tion. Regardless of the controls placed in the regression, democratic countries in general score

better than autocratic countries in protecting the privacy of citizens. This is consistently

significant at the 1% level, adding empirical validity to Proposition 5. The magnitude of

change in surveillance between an autocratic and democratic country is one full standard de-

viation in the Web Index, showing the usefulness of democratic safeguards to protect privacy.

This evidence suggests that the poor performance of the U.S., U.K., and Australia

are the exception rather than the rule. Arguably this can be related to the ”Five Eyes”

network that Edward Snowden revealed, but considering that the network was set up to tap

on foreign communications, more research has to be done to ascertain the true effects of

overseas spying on domestic overreach. Nevertheless, democratic institutions do indeed still

show a significant effect on protecting the privacy of its citizens.
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Table 7: Surveillance and Democracy: Web Index

Model 1 Model 2 Model 3 Model 4 Model 5
Polity 1.00∗∗∗ 1.09∗∗∗ 0.98∗∗∗ 0.96∗∗∗ 0.99∗∗∗

(0.27) (0.26) (0.27) (0.27) (0.28)
(log) GNIppp -0.16∗∗∗ -0.04 -0.06 -0.07

(0.04) (0.07) (0.07) (0.07)
(log) Population Size -0.18∗∗ -0.11 -0.10

(0.08) (0.09) (0.09)
Average 5-year Terror Kills -0.08 -0.08

(0.05) (0.05)
Misery Index -0.05

(0.06)
N 156 153 153 153 153

Standard errors in parentheses
∗ p < 0.10, ∗∗ p < 0.05, ∗∗∗ p < 0.01

5 Discussion

This paper puts forward a game-theoretic model to formally understand the strategic inter-

actions across countries in determining national surveillance policies. It is one of the first

of its kind to systematically study internet surveillance independent of censorship, and at-

tempts to show the relative influence of each variable (misery, terror, and privacy) on the

equilibrium outcome of surveillance.

A critical assumption in the model is that citizens are primarily concerned with

their safety (terror) and economic well-being (misery). This assumption does not capture the

nuance of the different priorities laid out by elected candidates, such as healthcare reform in

the United States or rebuilding from natural disasters in Indonesia after the 2004 Tsunami.

To the extent that priorities of citizens deviate extensively from this caricature, the model’s

predictions will similarly yield inaccurate predictions.

The model also rests on the assumption that the level of aggression of the aggrieved
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population, θ, is common knowledge. As acknowledged previously, despite the free press,

this may not be a reasonable assumption as leaders have an incentive to inflate this value

in order to instill panic that allows them to more easily justify their surveillance policies.

More specifically, if the probability of surveillance being revealed is a function of s, it can

also be argued that with a higher level of surveillance, s, there is an incentive to increase θ

simultanesouly to guard against the political costs from an expose; in this case, the causality

might run backwards, in that it is not θ that determines equilibrium s∗ but s driving the

level of θ perceived by the public in the first place. More research into the signalling mech-

anisms between terror threat and surveillance policies is needed to more deeply explore this

relationship.

6 Conclusion

The model presented in this paper is a little stylized, but provides important insights that can

illuminate the strategic interactions concerning surveillance policies in countries across the

democratic-autocratic continuum. Most of the findings are empirically supported (though

some only weakly) and are useful in dispelling some of the myths about surveillance and the

factors that determine the extent of their use. Clearly, more research has to be done on the

cross-national impacts and spillovers from a country’s domestic surveillance policies to pro-

vide a fuller picture of the determinants of surveillance. Nevertheless, with the formal logic

and empirical robustness presented in this paper, it hopes to expand the conversation about

surveillance in societies today, and present the challenges—and therefore possibilities—in

protecting civil rights despite imminent threats to security.
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8 Appendix

8.1 Proof for unique equilibrium

The first-order condition of P is given by:

Y =
∂P

∂s
= (τ ′(s− 1) + τ)

M∫
M−δTT

f(z)dz − (sτ ′ + τ)

M−δsc(s)∫
M−δTT−δsc(s)

f(z)dz −
M∫

M−δsc(s)

f(z)dz

+ sτ(δsc
′(s)) [f(M − δsc(s))− f(M − δTT − δsc(s)]− sδsc′(s)f(M − δsc(s))

The second-order condition of P is given by:

∂Y

∂s
=
∂2P

∂s2
= (2τ ′ − τ ′′(s− 1))

M∫
M−δTT

f(z)dz − (sτ ′′ + 2τ ′)

M−δsc(s)∫
M−δTT−δsc(s)

f(z)dz

+ f (M − δsc(s)) [δsc
′(s)(2sτ ′ + 2τ − 2) + δsc

′′(s)(sτ − s)]

+ f (M − δTT − δsc(s)) [δsc
′(s)(−2sτ ′ − 2τ)− δsc′′(s)(sτ)]

+ f ′ (M − δsc(s))
[
[δsc

′(s)]2s(−τ + 1)
]

+ f ′(M − δTT − δsc(s)
[
sτ [δsc

′(s)]2
]

Sufficient conditions for second-order condition to be strictly negative:

1) sτ ′′ + 2τ ′ < 0

2) 2sτ ′ + 2τ − 2 < 0 and − 2sτ ′ − 2τ < 0⇒ 0 < sτ ′ + τ < 1
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8.2 Conditions under which assumptions are satisfied

For technical convenience, the model bound the functions to obtain a unique maximum.

This section attempts to use a parametric example to determine the conditions under which

the restrictions on the equation is satisfied.

Since F is a smooth and continuous concave function, an exponential function is used. The

domestic cost for surveillance, c(s), is a function concave in s, and its parametric example is

s2

1−2 . Even though τ is concave as well, for simplicity, I use a linear function, 1− s, since it

will still provide concavity for the expected probability of leader survival function, P.

For the concavity functions to be valid, I find the conditions under which they are true—i.e.when

the second order condition (SOC) of P is less than 0. The second order condition of P gives

the equation:

SOC =
1

(−1 + s)4
e−M

(
2(−1 + s)4(1− eδT )

+ e
s2δs
1−s +δT (−1 + s)

(
2(−1 + s)3 − 2(−1 + s)2s(−3 + 2s)δs + (−2 + s)2s3δ2s

)
− e

s2δs
1−s
(
2(−1 + s)4 − 2(−1 + s)s2 (5 + 2(−3 + s)s) δs + (−2 + s)2s4δ2s

) )

Concavity can be achieved when the above equation is strictly negative. Since 1
(−1+s)4 e

−M >

0,concavity will be achieved when the terms in large parentheses are negative. Since there

are more than 3 variables, I plot two 3D plots, in which δs is held constant at 0.5 and 0.9

respectively.
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Figure 4: 3D plot with δs=0.5

Figure 5: 3D plot with δs=0.9

For illustrative purposes, δs is held at 0.5 and 0.9 to show the change in slope as δs changes.

Nevertheless, regardless of the levels of δs, the second order condition under an exponential

function is always negative. More specifically, the maximum value for the second order

condition over the range of values of s[0,1],δT [0,1], δs[0,1] is -0.001, proving that the second

order condition is always negative. Therefore, under an exponential function, P is always

concave and yields a unique maximum.
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